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Agenda

É SOA Characterization

É Policy-based Runtime Governance

É Some Examples

Based on our experiences with 
~ 200 customers
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Typical Service Network Topology

firewall

Shared 
Services External 

Services 

Order Entry

Accounting
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Services

Credit

É Services not 
applications

É Shared

É Dynamic

É Federated



3

© 2008 AmberPoint, Inc.

Typical Service Network Infrastructure

Java
Service

Mainframe
Application

Web
Service

DBMS

Biz
Application

Biz
Application

Network

Service Bus

Appliance

In all but the newest of environments, ñSOAò Í ñJust Web Services & XMLò
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Keys to Successful Governance and Management 
of SOA Applications

É Continuous SOA Discovery

É Service Management & 

Security

http://www.datapower.com/partners/xmlswitching.html
http://www.sybase.com/home
http://www.oracle.com/index.html
http://www.sap.com/index.epx
http://www.oracle.com/index.html
http://www.sap.com/index.epx
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Keys to Successful Governance and Management 
of SOA Applications

É Business System Validation

É Closed Loop Governance

É Continuous SOA Discovery

É Service Management & 

Security

É Business Transaction 

Management

V

Á Business

Á Architects & Development

Á Operations
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SOA Runtime Governance and Life Cycle

SOA Runtime Governance automates real-time visibility and 

control at each stage of the SOA lifecycle

Development Staging Production

IDE s

Process Tools

Business Logic

Discovery

Policies
Performance

Availability

Performance

Automatically enforce 

governance

Security

Logging

Diagnostics

Validation

Capacity
Planning

Service
Levels

Discovery
Automatically discover 

rogue services

More Policies
Performance

Availability

SLAs

Security

Logging

Audit
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Agenda

É SOA Characterization

É Policy-based Runtime Governance

É Some Examples
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Governance Constraints as Policy

ÉDeclarative specification of system 

characteristics as ñPoliciesò
ÁConfigurations

ÁConstraints

ÁDesired states

ÉSpecify what must be accomplished as 

opposed to ñhowò
ÁWhat are my service levels not how to measure them

ÁWhat are my faults not how to detect them

ÁWhat level of security do I require
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Policy Benefits in Runtime Governance

É Improve Productivity and Increase Accuracy
Á Simpler constraint specification

Á Easier to understand

Á Easier to change

É Eliminate Policy Obsolescence

Á Decouple policy description from policy enforcement

Á Remap and reassign policies as environment evolves

ï New intermediaries and system architecture

ï New phase of lifecycle ïtesting vs. production

ï Different department / division ïarchitectural choices

É Leverage intrinsic and increasing SOA capabilities of various 

ñintermediariesò whenever possible

Á Platforms ïIndigo, WebSpeher, WebLogic, NetWeaver, IONA, etc.

Á ESBs ïAquaLogic, WebSphere ESB, SAP XI

Á XML-aware Appliances ïCisco AON, Forum, Datapower, Reactivity, etc.
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data

Policy - based Runtime Governance Architecture

Collected

Data

Runtime 
Policy & Analysis 

Engine

policies

data

PEP

Load

Balancing

data

Exception

Management

begin end

Developer
- Feedback on 

runtime errors

Systems Operations
- Ensure reliability

Business Operations
- Track our contracted 

service levels

Security Officer
- Enforce authentication

Runtime
Governance

Service
Network

Policy Requests

Simple Policies Complex Policies

É Instrumentation

É Failover

É Load balancing

É Content -based routing

É Transformations

É Encryption

É Security checks

É Service level 
agreements

É Exception handling

É Advanced security

É Validation

Runtime Policy 
Execution Point (PEP)

Runtime 
Policy

S1 S3S2 S4S1 S2

Enterprise Service Bus

service
contract
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Binding Policy to SOA

Á All production services

Á All orders > $10,000

Á All services in Accounting application

Á All services deployed in WebLogic 
containers

s1 s5

s4

s2
s6

s3

where
òAccountingó

Security
Encryption

all
services

One - at - a- Time 
Approach

where deployed
on .NET app servers

Logging

Dynamic 
Approach

s1

p1

s2

s3

s100

p1 p1 p50

100 svcs x 50 policies

5,000
policy points

Load-Bal
Weighted

Á Apply p 1 to s 1

Á Apply p 2 to s 2

Á Apply p 1 to s 2

Á é..
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Detailed Metadata of Your SOA Environment

ÉOperational Info:
Á When service was 

discovered

Á Availability

Á Type of service

Á Type of container

Á Link to WSDL

ÉBusiness Info:
Á Business owner

Á Division

Á Version

Á Etc.

ÉCustom:
Á Chargeback info

Á Risk assessment

Á Links to URLôs

Á Etc.

Operational Info

Business Info


